¢ PALABAHK

IToBinomJ/ieHHs1 PO BUsABJIeHI PimUHIoOBiI BeOcaiiTu a00 oTpUMAaHi BiIOMOCTI
MoAI0HOI0 3MiCTy

QiMHr — 1€ MEeBHa CXeMa, 3acCTOCYBaHHs SKOI 3MyIIye KOPHCTYyBadiB
nepejaBaTi MeBHy KOH(DIACHIIHHY 1H(OpMAaIIio I MOCHIIyI040ro BUKOPHUCTAHHS
Takoi iH(popmarlii y 3moBMucHux nuiax. {o takoi indopmariii BiTHOCATHCS: JIOT1HU Ta
napoJi, HoMepa, TepMiH Jii Ta 1HIII PeKBI3UTH IUIATIKHUX KapTOK, aApeca eJIeKTPOHHOT
MOILITH Ta HOMepa (piHAHCOBHUX Tene(OHIB, BIAMOBIAI Ha CEKPETHI MUTAHHS, TOIIO.
Cxema sIK MPaBUJIO MPALIOE y JBOX HAMPSIMKaX — BUKOPUCTAHHS HECAHKIIIOHOBAHUX
poscmiiok enekTpoHHux auctiB (CIIAMy) ta mepeaapecyBaHHS KOPUCTYBayiB Ha
37M0BMHCHI (miApoOHi) BeOCcalTh siKi 330BHI a00 MO IMEHI AyXe CXO0X1 Ha o]iIiiiHi
BeOCailTh MeBHUX OpraHi3alliil.

To6To mpu BUKOHAHHI MEBHUX [ 31 CTOPOHU KOPUCTyBada omeparlii (1K TO
BiAnpaBka iHopmallli 3 meBHUX (GOpM UM 3AIMCHEHHS TpaH3aKIlii MO IUIATDKHIN
KapTii) (akKTUYHO HE BHUKOHYIOThCS, a BBEJEHAa KOpUCTyBadyeMm iHQopmaris —
HaTPAaBISETHCS 3JIOYMHIISIM TSI BUKOPUCTAHHS Y 3JIOBMHUCHUX HUIAX. SIK mpuUKIa,
OTPUMABIIH MO cXeMi QimmHra iHpopMaIlito Mpo HOMEP IIATHKHOI KapTKU, TEPMiH
Aii, iMeHi Ta Tpi3BHUIIE BJIACHUKA IaTLKHOI KapTH, CVV-komy — 3J0BMHCHHKH
BUKOPHUCTOBYIOTh ITf0 iH(MOpMAIIO Al 3AIACHEHHS HECAHKI[IOHOBAHWX CIHCaHb
IPOIIOBUX KOMITIB 3 TakUX IUJATLKHUX KapT. binbme 90% QimmHroBux caiirtis
HAJAI0Th HEICHYIOU1 TIOCTYTH 3 IOTIOBHEHHS MOOUIBHOTO PaxXyHKY Ta IiepeKa3y KOIITIB
3 KAPTKU Ha KapTKy.

3 OuTbIl PO3LIMPEHOI0 Ta AETANbHOIO 1H(OpMAIli€l0 Mpo (IIIUHT MOXKHA
o3HalloMuTuCh Ha oQimiiiHOMYy BeOCalTI TPOBITHOTO PO3POOHHKA MPOTPAMHHUX
MPOAYKTIB IS 3aXWCTy BiA 3JI0BMHUCHOTO Koy — kowmmanii ESET:
https://eset.ua/ua/support/entsiklopediya ugroz/fishing.

Jlns GoporhOu 3 dimmHroM YKpaiHChka MiKOAHKIBChbKa acoliallis YJIeHIB
miaTikHux cucteM EMA, saxa 3a migrpumku [epkaBHoro aenaptamenty CIIIA
peanizye B VYkpaini HarionanpHy mnporpamy CHpUsHHS Oe3meli eJeKTPOHHUX
maTexiB 1 KapTKoBHX po3paxyHkiB Safe Card, cTBopuia Ta peryysipHO OHOBIIIOE
CIIMCOK BUSBJICHUX (DIMIMHTOBUX caTiB. O3HAHOMUTHUCS 3 TEPETIKOM CaMTIB, SKi
CTAHOBJIATh HEOE3MEKY, MOXKE KOXKEH 1HTEpPHET-KOPUCTYBau Ha o(iliiHOMY pecypci
EMA:

1 «YopHMit circok caiTiB»: https://www.ema.com.ua/citizens/blacklist/;

) mepeBipeHi MIaTiH1 ceppicu: https://www.ema.com.ua/citizens/whitelist/;

[} mocuyanHs Ha O(IIiifHI CTOPIHKM YYacCHHMKIB YKpaiHChKOI MIKOaHKIBCHKOT
acomiamii wieHIB IaTbkHUX cucteM EMA  (0aHKM, IUIAaTDKHI CHCTEMH):
https://www.ema.com.ua/about/members/ .




1006 36epertu cBOi nepcoHanbHi AaHi (KoH(iIeHUIHHY 1H(OpMAaLliI0) Ta TPOILIOBI
KOIITU B Oe3merni mepe TUM sSIK BBOJUTH CBOi JaHl Ha BeOCATI MOTPIOHO 3BEPHYTH
yBary Ha:

2.1. HempaBunpHe AOMEHHE iM's — SK TMpaBHJIO, MIaxpai PEeeCcTPYIOTh CXOXKi
JIOMEHU. Hanpuxnan, 3aMICTh «radabank.com.uay» MO’KHA mooayntu
«rada.bank.com.ua» a6o «radbank.com.ua». Takok caliT MOKe PO3TAIIOBYBAaTHCS Ha
niaoMeH1, Hanpukian, «radabank.site.uay Tormro.

2.2. Biacytnicte SSL ceptudikaty — MOIIYKOBI CHCTEMH BUKOPHUCTOBYIOTH
mudpyBanHs SSL ang mepenadi 1aHuxX KopucTyBadiB. [Ipu BUKOpHCTaHHI ITi€l
TEXHOJIOT1] ajipeca caTy mounHaeThes Ha «https: //». ko BeGcailT moynHaeThCS HA
«http: //», e mpuBix 3aCyMHIBAaTUCS B OPUTIHANIBHOCTI CTOpiHKM. [1laxpasm He BaxkKo
orpumatu aiicauii SSL ceptudikar ans migpoONEHOTO CalTy — HOTro MOXKHA
OTpUMaTH OE3KOLITOBHO 3a JOMOMOIOI0 CIIeLiaJbHUX CEPBICIB.

2.3. I'pamatuyi, opdorpadiuni 1 AM3aitHEPCHKI MOMUIKH — PO3MI3HATH LIaXpaiB
MO’KHA 32 HasBHICTIO TpaMaTHYHUX 1 opdorpadiuHuX MOMUIIOK B TEKCTI BEOCAMTIB.
HacTopo>xuTu mOBHHHI HEMPAaBWIbHI HA3BU OpraHizallii, BeJIHKa KiJbKICTh TOMUJIOK.

2.4. Pi3HMIIS CTPYKTYpP CTOPIHOK 3 OPUTIHAJBHUM CAWTOM 1 MiJI03p1II IJIATIKHI
dbopmMu — MOTPIOHO 3BEPTATH YBary Ha HasBHICTh IMOCWJIAHb HAa CTOPIHIN. SAKIIo mpu
HAaTHCKaHHI Ha HUX BU NIEPEXOJIUTE HA CTOPIHKY 3 TOMUJIKOIO 200 Ha CTOPIHKH, SIK1 HE
CXO’K1 Ha OpUTIHAJILHUM BEOCANT, OT)KE, B MOTpANIA Ha GITMHTOBUM caitT. [Ipocto
3aKpUNATE BKJIAJKY 1 HE BBOABTE NEPCOHAIBHI JJaH1 B TUIATXHI (OPMHU.

2.5. Crapuii qu3aiiH — 03HaKo10 (HIIIUHTOBOI (HOPMHU MOXKE CTaTH TOM (haKkT, 110
BOHA PO3MIIIIEHA HA TJIi 3aCTapIIOro nu3aitHy BeOCauTy.

2.6. Poznin BeOcaiity «KonTakTi» — ciif nepeBipsata po3ait «KoHtaktn», o0
MePEKOHATHUCH, IO (i3ndyHA ampeca BKa3aHa MpaBWiIbHA, a HE BUragaHa. Hampukian,
aBlakOMIIaHIsl HE MOXKe mepeOyBaTH B MPOMUCIOBIN 30HI, a OAaHKIBChbKA YCTaHOBA B
noKuHyTOMYy O(ici Ha okomuill micta. [Ipu poOOTI 3 €IEKTPOHHOIO MOIITOI BCE
HabaraTo mpocrTiie — Ko Ha OaHKIBCbKAa YCTaHOBa He OyJe pO3CHUiIaTH €JIEKTPOHHI
MOBIJIOMJICHHS SIK CBOIM JIIFOYMM TaK 1 MOTEHIIITHUM KJIIEHTaM, B IKMX OyJie MICTUTHCh
MOCHUJIaHHS Ha SIKICh BeOcalTH 1J1s1 3A1HCcHeHHs (piHaHCOBUX omepaliiid. Bei ¢pinancoBi
orepartii, OKpiM pPO3paxyHKIB 3 BHKOPUCTaHHAM OCOOMCTHUX KaOlHETIB 1HTEpHET-
MarasuHiB, YW CEpBICIB 3aMOBJICHHS KBHUTKIB, 3JIHCHIOIOTHCS BHUKIIOYHO Yepe3
CHUCTEMH JUCTAHIIMHOTO 00CIyrOBYBaHHS PaxyHKIB.

JInsi yHEMOXKJTUBIICHHS MOTPAIUISIHHS KJIIEHTIB OaHKIB Ha (DIIIMHTOBI BeOCalTH
Hamionanenuit Gank YkpaiHu Ha cBoemy odimiiiHoMy [HTepHeT-npeacTaBHUIITBI
po3micTuB  o(imiiiHMII mepeBipeHHid Tepenik BeOcalTiB  0aHKIB  YKpaiHu.
[lepeitmoBm 3a JaHUM TOCHUJIAHHSIM MOYXKHA JIETKO MEPEBIPUTH ABTEHTUYHICTD
JOMEHHOTO IMEHI Ta HAJEKHICTh BeOCAalTy KOHKpETHIN OaHKIBCHKIA YCTaHOBI:
https://bank.gov.ua/supervision/institutions .




